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Ynpagsiienne Ha HHIHIEHTHTE

2.1.  OcHOBHHM €Tany NpH yrnpaslieHHe HA HHLUICHTUTE
Bxirousa ciieIHMTE OCHOBHH €Taru:

° [MoaroroBka;

® OTKpuBaHe U aHaK3;

o OrpanuyaBaHe Ha BIMAHUETO, IPEMaXBaHe HA NIPUYMHATA, BH3CTAHOBSBAHE;
o JleitHocTu cien WHUMAEHTA.

2.1.1. TlpeBaHTHBHM MEpKH 3a HaMaJABaHE Ha PHCKA OT aTakH, OrpaHHYaBaHe Ha MOCIeICTBUATA
1 3al1MTa OT €BEHTYaIHU ObJIelIn aTaku.

L Axrtyanusupane Ha cxemute Ha UT undpactpykrypara u onuca Ha uH(OpMAalHOHHNUTE
aKTMBH Ha YYUJIUILETO.
° Otrosopuuk: Kpucruan Kocros, Hukona Aurenos

Cpox: BeIHBK FOJUIIHO WIIH NIPH H3MEHEHHE.

2 OcHoBeH mperjiel Ha JAEHHOCTHTE M YCTYTMTe, KOWTO YYWJIMINETO mpeaiara upes UT
uH(ppacTpyKTyparta cu.
o Orroeopuuk: Kpucruan Kocros, Hukona Aurenon

Cpok: aBa NbTH rOAMIIHO

3. [lonabpikane B aKTyaqHO CBCTOSIHME Ha HeoOXoaumara WHPOPMALMA OTHOCHO
noanpwxkkKara W aamuHuctpupaneto Ha MT undpacTpykrypara W cuCTEMHTE, CIMCBLUTE C
KOHTaKTM Ha BCHYKM JIMLIAa W OPraHu3allid, OT KOHMTO 3aBHUCH TOJIbPXKAHETO Ha
paboTocrnocoGHOCTTa W HENPeKhCBAEMOCTTa Ha JEHHOCTHTE M YCIYTMTE NpEJOCTaBSHH OT
YUMJIMLIETO.

o OrroBophuk: Kpucruan Koctos, Hukona Axrenos
Cpoxk: HENpeKbCHAT KOHTPOJL.

4. M3pbpuiBaHe Ha TeXHUUYeCKa NPOoQHIAKTHKA Ha YCTPONCTBATA.
e Otroeopuuk: Kpuctuan Kocto, Hukona Aurenos
Cpok: HerpeKbCHAT KOHTPOJI, HO HE MO0-MaNKO OT JiBa M'bTH FOAMIIHO.

5. TectBane 3a yA3BMMOCTM B MpexkoBata M HHMOpManMOHHaTa curypHoct nHa MT
HH(ppaACTPYKTypaTa Ha y4YMUIUILIETO;
® Orrosopuuk: Kpucrtnan Kocros, Hukona Axrenos

Cpok: aBa MbTH MOMIIHO.

6. TecTBaHe 3a ysA3BMMOCTH B CUTYPHOCTTa Ha web caiiTa Ha yYHJIMILETO WIM ApYyrd web
YCJIYI'H, KOUTO YYHIIMIIETO NPENOCTABA.
° Otrosopuuk: Kpuctnan Kocros, Hukona Aurenos

Cpox: aBa IbTH FOAMIIHO.

T Ilpopepka Ha AOCTBIHTE A0 BCHYKH CHETEMH H yCTPOHCTBA.
® Otrosopuuk: Kpuctuan Kocros, Hukona Anrenos
CpOK: ABa bTH FOJMIIHO, KAKTO W TPpH Ha3HAYaBaHE MJIKM NpeHa3HavYaBaHe.



8. Ilposepka Ha npotieca 1o pesepBUpaHe U apXUBHPaHe HA MHPOPMALIUATA.
OtroBopHuk: Kpucruan Kocros, Hukona Anrenos
Cpok: MHHMMYM [1Ba ITBTH T'OAULIHO.

9. Opranusupane Ha OOy4YeHHst Ha CIyXKHUTEIUTEe B YYMIIMIIETO OTHOCHO KMGEpXurueHa u
no6pH NPaKTHKH 3a MPE’kKoBa U MHGOPMALMOHHA CUTYPHOCT.

Otrosopuuk: Kpuctuan Kocro, Hukona Anrenos

Cpok: iBa bTH rOMIIHO, KAKTO M MPH Ha3Ha4YaBaHe, NPpeHa3HaYaBaHe U 0CcBOOOKIaBaHe.

10.  OrpannyaBane/He0NyCKaHe Ha 3J10BPEZEH COPTyep-UHLHICHTH U KUOepaTakH.
Otroeophuk: Kpuctuan KocroB, Hukona Anrenos
Cpok: HenpeKbCHAT KOHTPOII.

2.1.2. OcHoBuu UT npouenypu npu KHOEpUHIIMAEHT:

> [1pu BBE3MOKHOCT Ja C€ Ch3/1ale CUCTEMEH HMHUIDK — Ch3JaBaHe Ha aGCOMOTEH UMHIK Ha
M3TOYHMUMTE Ha MH(OPMaUMA NO eIMH WHLMAEHT, C Lie/ 3arna3BaHe MbpBOHAYATHATA CLIEHA 3a
MHLMICHTA;

> Ce3aaBaHe Ha Xxewl Ha (ainose m 6asy ¢ Len 3ama3BaHe Ha TEXHUS WHTErPUTET MU
MPEJOCTaBIHETO UM B CHJIa;

» Cb3naBane Ha Screenshots o Bpeme Ha M3I'BJIHEHUETO HA MPOLEAYPUTE IO YIIPaBIECHHE
Ha MHUUOEHTA;

> Hoknaasane 3a unumaenta Ha I'l" ,,Ceeru Jumursp CosiyHcku®, rpaa Benocnas

» AHanu3 Ha JIOTOBETE€ M KOpenalys Ha pa3iu4HH ChOMTHS, 33 CHCTABSHE HA LJIOCTHA
KapTHHa MO0 WHIWIEHTA;

> BB3cTaHoBsBaHe Ha paboTOCTIOCOOHOCTTA HA CHCTEMHUTE;

> OueHKa Ha 1ETUTe ¥ KOHTPOJ Ha 3ary0uTe — ciie]l yCIEMHOTO 3aKpHBaHe Ha MHILUAEHTA
Ce MpaBH OLIEHKA Ha CTETNICHTA Ha IETHTE U BAUAHHETO UM BBEPXY OpPraHH3alMATa;

> YcTaHOBsABaHE Ha HEOOXOUMUTE YOBEKO-YACOBE I10 JaJ€H HHLUAEHT, KOMTO ce BKJIFOYBAT

KbM OCTaHaJHUTE pECYPCH 3a YIpaBICHHE Ha MHLIIMAEHTA C LieJ1 TOBHIIaBaHe Ha e(beKTHBHOCTTa H
ecl:mcacnoc*rra INpH peliaBaHe Ha NnoJ0OHN UHIUAEHTH B OpaeLue;

> Bpb3ka ¢ nuiaHOBETE 3a HENPEKbCBAEMOCT Ha JEHHOCTTa M BB3CTAHOBSBAHE CJEj
WHLUUOCHT;

> H3pppuiBane nocnieapai aHajiu3, ako ce H3HCKBA TAKbB;

> [Tpouec no uaeHTudHuMpaHe Ha NpUAOOUTHS OMUT Bb3 OCHOBA HA AHANTU3a U OKA3BaHE Ha
HAaCcOKH 33 ONTUMHK3ALIMA OT CTPaHa HA PBKOBOJICTBOTO;

> Ipouec mo monoOpsiBaHe Ha MEXaHWU3MHTE 3a KOHTPOJ C LEJ NPEBEHLMA Ha Obael
HHUOHACHTH B 3aBHCHUMOCT OT HCOﬁKOﬂ,HMHTG PECYPCHH U OpI"aHHSaI.I,HOHHPI MCpKH;

> ITpouec no oneHka ePeKTHBHOCTTA Ha MPENPUETHTE AEHCTBHS MO BpEMe Ha MHLMAEHTA 1
nogo0peHus;

> [Ipouec no ceriacyBaHe u CnoJe/sHe Ha HAYYSHUTE ACHCTBHUS C JOBEPEHH TPETH CTPaHM

H BbHUIHHU JOCTABYMULIH B CJI)"-IZIFI Ha HeOoOXO0JUMOCT.

2. 521, INpoueaypa 3a peakuus npu defacement (mpomsina Ha usriiena) Ha yebeaiit
OcHoBHu npuuuHM 3a Defacement:

> Ys3BuMoCTH B camuTe yed NpUIIOKEeHHUS;

> YS3BUMOCTH B KOMIIOHEHTH, M3MO/I3BaHK B paspaboTkara Ha yel caiita (Plugin, AddOn
Module u T.11.);

> Heakryanusupana onepauvonHa cucTeMa. YA3BUMOCTH B YCIyrWTe Ha OMNepaliOHHATA

cucrema (Web Server Vulnerability, DB Server Vulnerabolity u 1.1.);
> Hsnon3pane Ha 3aja/ieHH N0 nopazbupane uiu cnabu naposy 3a JOCThIL



IToaroroska:

1. Cp3aBaHe Ha CTaTHYHO KOMUe HA yed caiita, KOETO Ja BK/II0OYBAa OCHOBHATA CTpaHuIa U
HacT OT OCHOBHMTE CEKLWH, KOWTO Ja BKIJIIOYBAT 3a[b/KMTENHO MO CTPaHMLM ¢ TOYKHUTE 3a
KOHTaKT Ha rpa)KJAaHUTE 10 YYHIIHILETO;

2 Ce3paBaHe Ha opraHM3alus 10 pasfnoliaraHe Ha apXHB Ha yeb caiita (Ha pasiauyHa
MH(PAcTPyKTypa U C JOCTHII A0 MPEkKa pa3anyHa oT aTaKyBaHaTa), KOWTO MpH MHLIMACHT J1a 3aeMa
MSACTOTO Ha OCHOBHMS CalT M CTApTHpa MPOLEAYpa 3a NPEHACOYBAHE HA MOCETUTEIUTE KbM HEro;
3 [Ipu BB3MOXKHOCT C Oriie]] aHaIn3 PasXOAW/TION3H UMILIEMEHTHPAHE Ha HHCTPYMEHTH 3a
MOHHUTOPMHI' ¢ uen Obp30 3acMyaHe Ha AaHOPMAJHO TMOBeleHWE Ha yeb cTpaHunaTa u
npeAnpueMaHe Ha NPEBAHTHBHU MEPKH 3a OTpaHMYaBaHe Ha BH3MOXKHO Bb3/IEHCTBHE;

4, [lonasprkane Ha akTyanHa cXxema Ha MpexoBaTa HHPPaCTPyKTypa;

5. [Mopabprkane Ha aKTyaTHH KOHTAKTH Ha BCHUKH, KOUTO y4acTBar B I1poLeca Ha NOIpBIKKA
Ha CHUCTEMHUTE — Ha O0CTaB4YHUKa Ha MHTB]JHBT, XOCTHHT AoCTaB4yHKa, aﬂMHHHCWaTOpa Ha
NIPHJIOKEHHETO, MPEIKOBUA aJIMUHUCTPATOP.

Upnenrnduranms, ype1oMaBaHe U OTpaHHYaBaHE HA Bb3AEHCTBHETO:

I M3BbpiiBaHe Ha MOHMTOPHHT Ha ye0 CTpaHU1LATA, C LieJT YCTAHOBABAHE KOE ChbPKAHHUE €
610 npoMeHeHo.

2 UHnuaeHTHTE Ce AOKIaABaT Ha:

» Hupexropa na I1I' ,,Ceetu iumutsp ConyHcku®, rpan Benocnas;

> BbHIEH U3MBIHNUTEN, aKO CTPaHHLATA Ce TOAAbPIKA OT TAKBB;

OrpaHnuaBaHe Ha BB3CHCTBUETO CE€ M3BBPUIBA OT JUILKHOCTHOTO JMLE OTFOBOPHO 3a
MOJIPBIKKATA HA CalTa /MM OT BBHIIEH H3ITBJIHUTEN MO/ KOHTPOJIA Ha JThKHOCTHOTO JTHLIE.
3afb/KUTeNHA CTHIKA, HE3aBUCHMO OT 00XBaTa Ha HHLIMEHTA € [IPOBEPKA Ha JOCTBITUTE U CMSTHA
Ha BCHYKM MapoJjy 3a AOCTHII A0 caiiTa.
Bb3cTaHOBSIBaHETO ce M3BBPIIBA OT ATBKHOCTHOTO JIMIIE OTrOBOPHO 3a NOAAPHKKATA Ha caiita
M/MJI OT BBHIIEH H3ITBJIHHUTEN ChbBMECTHO U M0l KOHTPOJA HA JTHKHOCTHOTO JIMLIE.
HM3BivyaHeTo Ha MOyKH/HAy4YEHH YPOLM OT MHLMEHTA Ce.
20232, IIpoueaypa 3a peakuus npu QUIIKMHT aTaka
CpoOuueHue no eNeKTPOHHATA 11011a ¢ TMHK KbM QHIINHT caifT
1. Beeku ciyxuten yBeaomsBa MbpBO JUIBKHOCTHOTO JHMLIE B YUMJIHILE, KOETO OT CBOS
CTpaHa yBeJOMsBa AUpEKTOpa.
Z JITBIKHOCTHOTO JIMLIE MPOBEpPsiBA:

a. KoJjiko 1 Kou noTpe6uTeny Ha yUHIHIIETO ca OUIH MOJI0KEHH Ha (UIIMHT aTaKaTa;

6. [posepsisa URL snunka upes www.virustotal.com i apyr caift 3a nposepka;

B. Onpeznesns jany n1MyHa uim ciyxebHa MHGOpMaLUs € BbBeeHa BbB (DMIIUHT CaiiTa;
3 Cnent kato ce HeyTpalM3Mpa aTakaTa ce aHaIM3Upa Bb3HUKHAIATA CUTYALIHA:

a.Ha Oasa pesynrarute or cbOpaHata uWHGOOpMaLusi Ce WM3rOTBS JOKJAJ OTHOCHO BHIA W
XPOHOJIOTHATA HA MHLIMACHTA, NIPEANPUETUTE MEPKH 32 Pa3peIlaBaHETO My;

6. M3roTsT ce nMpenopbKy 3a NpeAnpHeMaHe Ha 10C/eABALM IPOAKTHBHU MEPK;

B. Pasrnexat ce B3eTHTE peIEHNs U TAXHATA 110132 NIPU TaKbB THM aTaka;

r. 3BbpiiiBa ce aHanu3 Ha pecypcuTe, pa3XoABaHH MPH PELIABAHETO HA MHIMAEHTA.
4 [Ipn HeobXxomumocT ce axtyanusupar [lonuTukata 3a MpexoBa M HHOOPMALMOHHA
curypHocrt, [1nana 3a neiicTye npu KHGEPHUHLMICHTH, 32 BPbILAHE HA CHCTEMUTE B MPEAMLIHOTO
MM CBCTOSIHHME M 33 TEXHHYECKA NPO(HIAKTHKA HA YCTPOMCTBATA M aHAIM3a HA PUCKA.

5 Hpoae}rc,zla CE€ KpaTKko oﬁyquHe Ha CIYyAHTECJIMTE BbB BPB3Ka C KOHKPETHUS MHUMIEHT,
KaTo ce obprina BHHMAaHHE HA IPONYCKHTE H ¢€ aBaT HACOKH 3a NpeBaHTHBHKM ACHCTBHA B OBACLLC

Ha 6a3a npugoOUTHS OTIUT.

OULIKHT CHOOLIEHNE M0 eIEKTPOHHATA MOIIA C PUKAYEH 3J10BpeieH daii:



1 JUTB)KHOCTHOTO JIMIIE TIPOBEPABA KOM M KOJKO MOTPEOMTENH OT yuunuinero ca Guin
NOIOKEHH Ha (QUIIMHT aTaKara;

2 Crnenpa ce npoLeypara 3a peakiys NpH 3apassBaHe ChC 3J0HaAMepeH coTyep onucaHa
Mo-Ha0y B JOKyMEHTa.
3 B ciyuaid, ue pabOTHMTE CTAHLMM B YUUITMLIETO CE YNPABIABAT OT aKTUBHA AUPEKTOPHS Ce

ch3aaBa rpynosa nonutuka (GPO), ¢ koato daiinosere ¢ paswupenus (.vbs, .vb, js, .jar, .jsc, .scf,
.ws, .wsh, .hta) 1a ce oTBapsaT no noapasdupane ¢ Notepad 10 OTCTpaHABaHe Ha KOJa.

2.1:2.3. [Tpouenypa 3a peakuys Npu 3apassBaHe CbC 3JJOHaAMepeH codryep
(- I[Ipu ycTaHOBsIBaHE Ha 3apa3ssiBaHe ChC 3JOHaMepeH cOPTyep OT CTpaHa Ha CIIY)KUTEIUTE,
He3abaBHO ce yBeIOMSABA JUThKHOCTHOTO JIMLE B YUMIIMIIE, KOETO OT CBOSl CTpaHa yBeIOMsBa
JIMPEKTOpa 3a Bb3HHUKHAJIATa CUTYaLUs.
2. AKoO ca 3apa3seHH €IHa WM HAKOJIKO CHCTEMHU, 3a Jia c€ NpeJOoTBPaTH PasnpoCTPaHEHHETO
Ha 3/I0BpeAHMs KOJl, He3a0aBHO ce M3KIO4BAT (PU3MYECKM OT BbTpelIHaTa Mpexa (upes
OTCTpaHsBaHE Ha Kkabeja 3a MpeXoBa CBbP3aHOCT MM M3K/IIOUBAHE Ha YCTpoOicTBara 3a
KoMyHuKauus karo WiFi u ap.).
3. AKO CTBIKa 2 HE MOXe 1a ObJie M3BBPLICHA CBOEBPEMEHHO WITH Ca 3apa3eHH 3HAYMTE/IHA
4acT OT CHCTEMHUTE U HE Ca HAJIMYHHU 3alUTHH CTEHH, W3XOJAHM (PUNTPUpALIN U NPOKCH ChPBBPH,
cieapa aa ce 6nokupa LIEJIMA usxomsur tpaduk, kato ce npemaxHar xabeluTe 3a AOCTBI 10
WHTepHeT OT LUEHTPATHUAT Cyny (KOMyTaTop).
4. YBenowmssa ce aupekropa Ha [1I" ,,Csetu Jumutsp Conyncku® I'paa - Benocna
¥ C uen n3onvpaHe Ha MPeXOBUTE CETMEHTH, B KOMTO MMa 3apa3eHy CUCTEMH, B CJy4ail Ha
BB3MOXHOCT, Ce KOHQHUrypHUpaT GUATPH Ha BBTPELIHUTE MPEXOBU ycTpoiicTea. HaGmoaaga ce
MpexoBuUs TpaduK, 38 HAEHTUDUIMPAHE Ha MOTEHIMATIHH MHOTOCTPAHHH aTaKH.
6. [lpernexnar ce croTBeTHHUTE N0T (aiinose, 3a a ce WICHTHULUMPA MbpBaTa 3apaseHa
CHCTEMa M KaKbB € BEKTOPBT Ha aTaKara, ako € Bh3MOXKHO.
7. [NpoBepsiBa ce HAKOS OT 3apa3eHMTE CHCTEMH YCTIELIHO JIH CE CBBP3Ba C ajIpec B Hurepuer,
C Koltto oOMeHs HHpOpMalus.
8. M3BbpiiBa ce aHanus, 3a Ja ce ompeaenute obcera Ha KOMIIpOMETHpaHe M Ja
nMpeanpuemMeTe NoJXOoAAIIM ACHCTBUS 33 pemMaxBaHe Ha 3710Bpeanns koa. He ce gosepsisate Ha
BEe MHCTAINPAaHUs Ha CUCTEMaTa CO(Tyep, 3aII0TO TOH CHIIO MOXeE Ja € KOMIPOMETHPAH.
9. AKO ce yCcTaHOBH, 4e € MHCTaMpa rootkit, 3a Beska 3apaseHa cHcTeMa, ce NPaBy CJIEHOTO:

a. YCcTaHOBsBa ce HanuuneTo Ha backup Ha BaXKHUTE 1aHHH.

6. DopmatHpa ce TBBPMS JUCK U CE Bh3CTAHOBABA CHCTEMATA.

B. YCTaHOBSIBA Ce, 1a/IM BCHYKH N1240BE CBBP3aHH ChC CUTYPHOCTTA Ca UHCTAJIMPAHHU.

r. [IpoMeHsi ce MMeTO Ha aKTHBA CHIJIACHO YTBBPAEHATA MpakTHKa 3a HAMMEHOBAHHE,

2. IHCTanupa ce v ce ycTaHOBsiBa, Ye aHTHBHPYCHATA nporpamMa € akTyajld3MpaHa 10 MocjieaHa
BEpCHs.

e. [IpomensitT ce maposiute Ha nOKanHUTE aAMMHHCTPATOPH U Ha MOTPeOMTENCKUTE aKayHTH 3a
BCHYKH CHCTEMH.
10.  Tlpu ycranosBane, ue cucTemara e 3apaseHa ¢ malware ce W3ITbIHSBAT ClIeJHHTE
JEHHOCTH:

a. YCTaHOBSIBaHE 1a/i BCHYKU N1a40Be CBBHP3aHU ChC CUT'YPHOCTTa, Ca MHCTaIHUpPaHH.

6. Cxanupar ce 3apa3eHUTEe MallHHH, W3MOJI3BAKH aHTHBHMPYCHA CHCTEMA C Ae(PHHUIIMM, 32 KOUTO
€ CUT'YPHO, Y€ 3aCHYaT ChbOTBETHHA malware .

B. [IpoMeRAT ce nmapoauTe Ha JOKaNHHTE aMUHHUCTPATOPH W HA MOTPEOUTENCKUTE AKAYHTH Ha
BCHYKH CHCTEMH.
oL, CJIe/l KaTO BCUYKH CHCTEMH Ca U3YHCTEHH, BHUMATE/THO CE CJIE/IM 3a IMOBTOPHO 3apa3siBaHe.
12. Cren xato ce npemaxue 3/10Bpe/iHUs codTyep, ce aHATH3NPa CHTYALUATA.

a.Ha Gasa pesynratute or cnbpaHara undopmalms ce M3roTBs IOKJIa]i OTHOCHO BHAA U
XPOHONIOruATa Ha HHLUMICHTA, NPEANPHETHTE MEPKH 3a pa3pelliaBaHeTO My.



0. M3roTeaT ce npenopbku 3a NpeanpueMaHe Ha rocjie/iBallly MPOaKTUBHU MEPKH.

B. Pasruiexar ce B3eTuTe pelieHHs U TAXHATA T0Ji3a IPH NPeMaxBaHeTo Ha 3JI0BpeaHus codryep.

r. MU3BbpuIBa ce aHalk3 — KaKBH PECYPCH €a M3Pa3XOABaHH NPU Ta3K CUTYaLus C LeJ MOBHIIaBaHe
eexTuBHOCTTA M ehuKacHOCTTA NpH pelllaBaHeTo UM B ObJelle.

1. ITposexczia ce KpaTko 0Oy4YeHHE Ha CTY)KHTEJIUTE BbB BPb3Ka ¢ KOHKPETHHS WHLMIAEHT, KaTo Ce

oﬁpbma BHHMAaHHE Ha MPOIMYCKUTE WU C€ JaBaT HAaCOKH 3a IPEBAHTHBHHU JIeHcTBUsA B Objelne Ha

0a3a npua0OUTHA OMUT.

13.  Ilpu Heo6xoaumocT ce aktyanuzupart [IpaBuna 3a MpexoBa u HHPOPMaLMOHHA CUT'YPHOCT,
[Tnan 3a geiicTBre npy KHOSPUHLMAEHTH, 33 BPBIIAHE HA CHCTEMHUTE B PEAULIHOTO UM ChCTOSHHE
M 3a TeXHUYECKa npoduiakTHKa Ha ycTpoicTBara U PUCK aHanu3a.

2.1.2.4. JeilicTBUsA OT ClyXUTEIUTE B Cly4yad Ha 3apa3siBaHe C KOMMIOTbPHU BHPYCH U
kubeparaku ot THn Ransomware (npoLec Nnpy KOHTO ce KPHIITUPAT YacT MM BCHYKH (aiinoBe Ha
3apa3eHaTa MallliHa U Ce BU3yasiu3upa choOlIeHHe 3a OTKYM):

1 Jla ce u3KIIOUYaT 3apa3eHMTe MAallUHU OT MpexaTa (Ype3 OTCTpaHsBaHe Ha kabena 3a
MPEKOBA CBBP3aHOCT WIIH M3KJIFOYBAHe Ha yCTpoiicTBaTta 3a KoMyHHKauua karo WiFi u ap.) u na
Ce HanpapaT pPe3epBHU KONMS Ha JaHHUTE, 32 Jia ce u3berHe BepoATHOCTTA T€3H JAaHHM ChINO Ja

ObAaT KpMNITHPAHK, B Cllyyail Ha OcTaBaHe B Mpejkara.

2. IIpeanpuemar ce ClieJHUTE CTHIIKH:

& Ilpu Besiko chbMHeHHe 3a KubepaTaka W 3apa3sBaHe ChC 370BpEeH cOPTyep OT TO3H THII,
He3a0aBHO ce yBeIOMABA JUIBKHOCTHOTO JIULIE

. Cnnpa ce Bb3MOXKHO Hai-0Gbp30 J0CTHI1A Ha 3apa3eHus KOMITIOTEP 10 Mpeskara (BbTpelHa
Y BBHIIHA).

® He ce u3kii0uBa 3aXpaHBaHETO Ha 3apa3eHHTe KOMIIOTPHU M T€ HE CE pecTapTHpAT.

@ He ce nnaima uckanus oTkym.

° B MHOro 0T ciyyaute nekpunTHpaHeTo Ha GaiIoBeTe € HEBB3MOXKHO.

® YcraHoBsiBa ce, B KakBO pasimmpeHue (aiiioBere GuBaT Kpuntupanu. Ha caiita

https://www.nomoreransom.org ce Hamupa NpopecHOHaNIHa MOMOIIL 32 Haii-pas3jiMyHM cemeiicTBa
OT ransomware.

° Ch3aaBaHe Ha pe3epBHO KOMHE HA MPaseH BBLHIIEH HOCHTE/ Ha Half-BaXKHUTE JaHHH, aKo
CHTyalMsTa Mo3BOJIsIBA.

e [lpenn BrIIOYBaHE HA KOMITIOTPHTE OTHOBO, NPEIBAPHTEITHO TpsAOBa ja cMe CUT'YpHH, Y€ e
M3LIAJI0 MOTNIPABEHA M aKTyaM3MpaHa ONepalHOHHATa CUCTEMA.

. Yeenomssa ce [lupexropa Ha I1I" ,,CBeTu JJUMUTHD Conyncku®, rpan Benocnas

e IIpu HeoGxoaumocT ce aktyanusupar Ipasuna 3a MpexoBa U MHPOPMaLMOHHA CHTYPHOCT,

[naH 3a neficteue npu KUGEPUHLMACHTH, 33 BPBILAHE HA CHCTEMUTE B MPEIUIIHOTO UM CHCTOSIHHE
H 32 TEXHHYECKa MPO(HIaKTHKa Ha ycTpoiicTBaTa U Puck ananusa.

o Ilposexna ce kpatko oGyueHHe Ha CIYKUTENHUTE BB BPB3Ka C KOHKPETHHA MHUMIEHT,
KaTo ce 00pbllla BHUMaHKE HA PONYCKUTE H Ce JaBaT HACOKH 3a NPEBaHTHUBHU JECHCTBUSA B ObjielLe
Ha 6a3a npuao6UTHS onuT.

2.125. HeiicTBus B ciyuau Ha aTaka KbM MpeKoBaTa MHPPACTPYKTypa HA YUHJIUILETO:

1. B cnywaii Ha cmymenus B paGorara Ha MH(OPMALHOHHUTE CHCTEMHU Ce MpearpUeMar
CJIEJIHUTE CTBITKH:

o Onpenens ce panu cmymenusTa ce abmkar Ha DDoS ataka wim uma Apyra npu4uHa
(npobsiem ¢ HempaBWiIHO KOHpurypupane Ha DNS, npodlieMu ¢ pyTHPAaHETO WM YOBelnKa
rpeluKa).

° IlpoBepka Ha M3XOAAWM BPB3KM. AKO HAMA M3XOIALIM BPB3KH, TO aTakara € TOJIKOBa
CHIIHA, 1€ 3aIpBCTBA LU BXOAALL M u3XosL Tpaduk. [Tpoepkara ce u3BbpLIBa ¢ 06HYaiiHUTE
MHCTPYMEHTH 3a IMarHOCTHKa (Kato traceroute, ping u dig).



w IIposepka Ha focTbna no IP agpec u no url 10 OHIAHH YCITyrH OT BEHIIHA MPEXKH.

o [IpoBepka Ha JIOroBeTe Ha PasNIMYHH MPEKOBH YCTPOMCTBA M ChPBBPH, YYacTBalll{ B
NPeIOCTaBSHETO HA 3acerHarara ycayra. Jlorosere TpsbBa a c€ ChbXpaHAT Ha OT/IEIHA MALIHHA.
o Crnen ycraHoBsBaHe Ha aTaka JUIbKHOCTHOTO JIMLE YBEAOMSBA:

> Jupexrop;

> HocraBunuure Ha ViHTepHET yciyru - Te MOXe Ja NOTBBPAAT araKara, Ja NpejocTaBAT

vH(popmauKsa KoM ApYrd KiKeHTH, Ouxa Moriu Ja ObJaT 3acerHaT OT arakara, Ja Mpeioxkar
MEXaHHU3MH 33 CMEKYABaHe.

s B3emane Ha pelueHne Kou yciyru ia 6baT CIIpeHH - yCIyrd ¢ HUCHK NIPUOPHUTET, TpsibBa
Aa ObJAT UEJIEHaCOYEHO HM3KIIOYEHH, 3a JIa MOXKe MPOLeCOPUTE U MamMeTTa Ha yCTpoiicTBara u
MpPEXKOBUTE pECypcd [Ja OOCHYKBAT YCIyrMTe M TNPUIOKEHUATa C MMO-BUCOKA BAKHOCT M
3HAYMMOCT.

o OuensiBaHe Ha BB3MOXKHOCTHTE 3a CMeK4YaBaHe Ha arakarta 4pe3 Bb3jelcTsue Ha IP
ajpecuTe Ha M3TOYHMLMUTE Ha Tpaduka. Criopes 6pos Ha U3TOYHHLIUTE HA araka, B Clyyail Ha
BB3MOXKHOCT, C€ W3M0J13Ba 6/I0KMpAHe OT 3allUTHATA CTEHA MM F€0BIOKMpaHe.

» [Iposejxcaa ce Kpatko o0y4eHHEe Ha CIyXKHTENIMTE BbB BPB3KA C KOHKPETHUS WHIM/CHT,
KaTo ce 00pbLIa BHUMaHKE Ha POTTYCKHTE M Ce JaBaT HACOKH 3a [IPEBAHTUBHY AEHCTBHS B Gbielie
Ha 6a3a npUAOOHTHs ONHT.

Benuku CIYKHTEJIH Ha YYHITUIIETO MMAT 3a0b/DKEHUATA 14 CHOII0AABAT IIAHBT NpH BE3HHUKBAHE
Ha HHIIUJCHT.



